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a. Search Web pages (html, asp. jsp. js etc) for obfuscated malicious
content, JavaScript/VBScript/IFRAME code injected by
attackers. These links are embedded in the source code of the Web
page associated with an IFRAME/script tag. Remove these malicious
contents (Javascripts/vbscripts/[FRAMES) that are injeclted by the
attackers in all the above listed webpages.

b. Search for a hidden folder .sys and delete the same, if found.

c. Review the sitemaps for any unauthorized changes

d. Site administrators are advised to check htaccess. php_includes,
and other configuration settings, as well as ensuring that directory
permissions are sct appropriately.

e. Users may consider using Browser addons such as "NoScrpt”

which pre- emptively block malicious scripts and allows JavaScript,
Java and other potentially dangerous content only from the user

trusted sites.
f. Scan the system with Anti-virus/Anti-spyware.
g. Change FTP credentials (if any) for the administrators to upload
content into your website and secure the same.
4- 3O @AY A AW T A @ A g R P puar SUNEgHT ITaas
wFad gfa &) g 3ua Ran & eaRka yReRdl/daas @ @éa
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Anil Kumar Sagar (| et an)
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- _Director Gen

Dr. Sanjay Bahl

10{24)/2023-CERT-In

The Indian Computet Emerg
of Electronics & Information T
fot responding 10 cyber sacurily Incidents as per

2. CERT-InhasTr

Sub: Compromised Gover

ency Responsc Team (
echnology, Government of India. CERT-In
the Information Techno

ay I
Govarnmard of India

¢
Minlstry of Elociranice & information Yechnology
Ry WpE AT frm T (=T
|ndlan Computa’ Emergency Rosponse Toam (CEMT-In)

Mave 1 <A 2) stradwg, wrd [Rwd-1100e

Fasronics Mitotan 6, C 8 O Complex, Nk Taini-110003
Tel: 24358544, Fax: 24368806, E-mal . ganjay bahifipavin

nment Websltes (‘.gov:in)

Rel: CERTIn-20169224

27 May 2024

b —

CERT-In), is an orga nization under (he Ministry
is the national nodal agency
logy Act 2000 (Section 708B).

eceived several reparts regarding compromise of multiple government (*.gov.in)

websites, which are being used for Search Engine Oplimization (SEO) poisoninglspamming and

further radirection

{o third party web

sites in some case

gov.ln websites for injecting maliclous. files (ntml, jsp. is. asp ©
a user visits the assoclated weh links listed in Google search

unintended third-party websites such as

Some of the dorks (specili

a. belling sitegov.in
b. casino site:gov.in
c. rummy site:gov.in

There can be several olher keywords,
Snapshots of such sariple cases are
sites can be listed by replacing

“gov.

{hreat actor might

in" wi

¢ search queries) for Google search:

Google dork.(Example: betling slle:'goa.gov.in)

3. CERT-in is regularly notifying
noticed/reported.
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h. Review the securily of Web Server and website for application and Operaling Syslem .-
. - yulnerabilities-and apply-appropriale palchesiupdates. e I -

i Implement informalion securily hest practices such 3s “Use Signed Scripling".

i ltis recommended to avoid internet browsing and remove all file shares on'lhe Web Server.

k_ Reler lo the given below link for Google webmaslers help for the haclfed site:

URL. hitps:/iwww, google comiwebmaslershacked _ R

[ Ensure security audils (VAPT) for the -*gov.in” websites 0N regular basis for identification.and
remediation of the vulnerabilities

5. In this regard, you are requesled lo lake necessary acllon for identifying and secyring all such
vulnerable/campromised °.gov.in websites under your control. The action taken in this matter
shall be intimated al the earliest.

(Dr. SaZ’;z ahl)

Encl: As above

To,

Shri. Anil Kumar Sagar, |1AS
Principal Secretary- 1T & Electronics
Government of Uttar Pradesh

107, 1st Floor, Black-C,
Lokbhawan, Lucknow 226001

Email: ps.ite@up.gov.in
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